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|!}rmc’rin and communication technologies have evolved over the last two decades
and are now integrated info virtually every aspect of our lives. The transtormation
brought about by this digitalization creates new dependencies. Our economy, the ad-
ministration of Pakistan government and the provision of essential services now rely on
the integrity of cyberspace and on the infrastructure, systems and data which underpin
it. As a nuclear state and Pakistan geopolitical position, the possibilities of various in-
ternal and external security concerns raised during last decade including Gyber Secu-
rity. Government of Pakistan is implementing defense policies which shall stop the entry
of terrorists in country and supervise territorial borders. Critical defense measures for
important cyber services of the country such as NADRA, E-Government services and
capital markets also requires attention of government in current security situation. In
recent years, security solutions have been incorporated as various levels in public and
orivate organizational networks. These solutions are comprising of firewalls, Intrusion
Detection Systems (IDS) and Intrusion Prevention Systems (IPS) etc. The primitive line of
defense in any security solution is IDS/IPS which safe guards against both internal and
external threats. An IDS is a system that monitors network trattic for suspicious activity
and issues alerts when such activity is discovered. Intrusion detection systems ofter or-
ganizations a number ot benetits, starting with the ability to identity security incidents.
An IDS can be used to help analyze the quantity and types ot attacks, and organiza-
tions can use this information to change their security systems or implement more eftec-
tive controls. An intrusion detection system can also help companies identity bugs or
problems with their network device contigurations. The basic application domain of
Cyber Reconnaissance and Combat (CRC) is the development of indigenous DS sott-
ware that can monitor and raise alarms in case of cyber-attacks. Although, a number
of open source and commercial IDS are available but they cannot be trusted to protect
Critical Information Infrastructure. Indigenous IDS will serve as main line of defense to

identity threats/ attacks on National Information Infrastructure.
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~ Industrial Cases and Adoption: To design,

OBJECTIVES

lo become the country premier academic research Centre in Cyber Security and privacy,

addressing the major technical and policy challenges.

~ To develop both proot of concept and state-or-the art sottware/hardware tor monitoring,

detection and mitigation of cyber-attacks.

lo become the first choice tor the government, industry, and public media in need of
innovative research, technical insights, and policy guidance about Cyber Security .
To be a catalyst of the information security industry in Fakistan through joint research
projects with companies as well as successtul start-up companies by Pakistan Tech

raculty members and graduates.

2 Detect, understand, investigate and disrupt hostile action, pursuing and prosecuting

otfenders and fake offensive action in cyberspace.

Develop an innovative, growing Cyber Security Centre, underpinned by world leading
scientitic research and development.

Provide a selt-sustaining pipeline ot talent providing the skills to meet our national

needs across the public and private sectors and overcome tuture threats and challenges.

CONSULTING
SERVICES

Provide advance research, academic

SALIENT o
FEATURES

develop and implement IDS systems and industrial services to small, medi-

Small applications for attack detections um-sized and large businesses. Core

and preventions competencies in Cyber Security domain

Sortware and Solutions: to develop, en- with specializations in:

hance and deploy inteligent and adap-

tive plattorms and systems with and tor in- Design and implementation of intrysion

dustry. detection systems.

Hardware Prototypes and Solutions: To re- Design of defense/depth architecture

for organizations.

search and develop hardware enabled

solutions, with key tocus on infrusion de- Designing Communication Protocols to

secure the Wireless A\d hoc Networks
W and Internet or Things

tection and prevention.




Intrusion Detection Systems
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Dynamic Application Security
Testing and Assurance

lo test a new sortware, you need to hire multiple
people, which leads to more expenses and o
chance ot errors. lest automation aims to reduce
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Vulnerability Analysis
SOL Injection Attack (SOLIA) is one of the most

severe attack that can be used against web data-
pase-driven applications. Attackers use SOLIA to
obtain unauthorized access and pertorm unautho-

rized data moditications due to initial improper
input validation by the web application develop-
er. Various studies have shown that, on average,
b64% of web applications worldwide are vulnera-
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niection Vulnerability (SOLIV). This acts to auto-
mate an SOLIV assessment in SOLIA. This research
also Tocuses on improving the eftectiveness of
SOLIVS by proposing an object-oriented ap-
oroach in its development. To test and validate
the accuracy of research work, three vulnerable
web applications were developed. The result or
the experimental analysis shows signiticant im-
orovement by achieving high accuracy compared
to existing studies. Similarly, the analytical evalua-
tions showed that the proposed scanner is capa-
ole of analyzing attacked page response using
our different techniques.

Geographical Routing protocol for Vehicular Ad hoc Networks
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RESEARCHERS

Dr. Muhammad

Najam Ul Islam

Dr. Muhammad Najam Ul Islam is

working as Dean (Engineering Sci-
ences) & Professor in the Bahria Uni-
versity, Islamabad. Najam did his
PhD in Electrical Engineering from
Telecom Parislech, France. During his
doctoral studies, he was working at
FURECOM, Sophia Antipolis on the
research theme of flexible radios for
multi-standard  wireless communica-
tion devices. He received his Mas-
ter's Degree in Embedded Systems
from University of Nice-Sophia Anti-
polis. Najam has also worked ftor
NESCOM. Najam has worked on
various research projects including
NEWCOM, European Project: Flexi-
ble Baseband Design for Evolving
Wireless Communication Standards,
NESCOM: Modelling cyberattacks
with empirical correlations, Bahria
University: Design & FPGA imple-
mentation of Ultralight weight cryp-
tography for low cost passive RFID
tags, NESCOM: Pulse shaping and
synchronization: Digital front end of
telemetry  system and [DROMEL:

French National Project of FPGA Pro-
totype Development of LTE Systems.

Dr. Folso\ Bashir

Hussain

Dr. Faisal Bashir Hussain is working
as Professor in the Bahria University,
Islamabad. He received his Ph.D.
Computer Engineering in year 2008
degree from Dokuz Eylul Univeristy,
lzmir, Turkey, where he worked on
providing reliable communication in
Wireless Sensor and Actuator Net-
works. He has also done Post Doc-
torate from Chosun University, South
Korea, where he has worked on the
association of devices in Wireless
Personal Area Networks. He has
worked as Assistant Professor in De-
partment of Computer Software En-

gineering, MCS, NUST, Islamabad,
from 2008 to 2013. Areas of interest

are designing communication proto-
cols for wireless ad-hoc networks,
low power wireless networks, lols
and security issues in wireless net-
works. Dr. Faisal Bashir is a recipient
of Cultural Exchange Scholarship
from Ministry of Education, Pakistan,
PhD Research Scholarship, TUBITAK,
Turkey and Post Doctorate Research-
er Support from Chosun University,
South Korea.

Dr. Kashitf Naseer
Qureshi

Dr. Kashif Naseer Qureshi is cur-

rently working as Senior Assistant
Protessor with Bahria University. He
received his doctorate from the Uni-
versity of Technology Malaysia. His
research interest focuses on but are
not limited to Ad hoc communication,
Internet of Vehicles, Body area Net-
works, Cloud Computing and Inter-
net of Things and provision of securi-
ty in these domains. He is a Cisco
and Microsoft Certified Network
Protessional. He has been a review-
er for various reputable academic
jiournals. He is an active researcher
with around 80 international publi-
cations in various renowned journals
with the cumulative impact factor of
950. He has lead Ministry of Higher
Fducation Malaysia Project by Min-
istry of Education Malaysia and
conducted in collaboration with Re-
search Management Center at Uni-
versiti leknologi Malaysia in Ma-
aysia. Currently working with Minis-
try of Planning Commission and HEC
Project Cyber Reconnaissance and

Combat.
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