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Circuit design covers systems ranging from complex electronic systems to the individual
transistors within an integrated circuit. Moore's law has driven the worldwide semicon-
ductor industry; as such, the expectation of continued device scaling drove fundamen-
tal research on physics, materials, devices, interconnect, leading to an enormous and
diverse range of commercial electronics. As we move into the era of nanoscale devic-
es, however, scaling-as-usual is under significant duress. The devices are smaller, but
many aspects of their performonce de’rerlorcn‘e for example, leakage increases, gain

decrec ses, and SenSIi'I\J'If_E fQ ple small tluctuc the manufactu ring pro-
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search group in signal processing domcln mcludes lnformcl‘rlon processing as \ as the

theory and application of filtering, coding, transmitting, estimating, c defec’rl 9. analyz-

ing, recognizing, synthesizing, recording, and _;;__=-_.-_produc:|ng signals to solve real world
oroblems. One of the salient features of thils group is its capacity to undertake and de-
iver product oriented projects. In this regard, projects have been dehvered to Military

and \ndusfrlo\ Porfners such as Pakistan Air Force, NESCOM, /\Aorl’rlme Technologies
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Flexible and Scalable Turbo

Receiver

Additive White Gaussian Noise (AWGN) ano

rading are the key tactors attecting the quality or
wireless communication. lterative receivers using
the concept ot teedback remove the eftect or
/WGN  and tading during multiple iterations
through the concept of lurbo Decoding, Turbo
Demodulation and lTurbo Equalization. This project
focuses on development of a lurbo Receiver im-
olementing three turbo processes on a single
hardware architecture. To address the flexibility

related to different wireless standards, the archi-
tecture is based on Application Specitic Instruc-
tion Processor (ASIP) whereas the communication
is handled through the use of Network on Chip
INoC). Three difterent ASIPs have been devel-
oped tor decoding, demapping and MIMO
Fqualization. In each ASIP, data path is designed
in such a way that algorithm level parallelism is
mplemented to get the best compromise be-
tween tlexibility and throughput. Data level paral-
lelism is achieved through adding multiple instanc-
es of each ASIP which makes the architecture
scalable.  Additionally, NoC are used which

ensure reliable communication between multiple

ASIPs.

5 ) ‘44 ((\I\n-k oi
/\Cryp Proc: Flexible /\sym—

metric Crypto Processor for
Point Multiplication

Flexibility is one ot the driving agents tor OG ar-
chitecture development to incorporate Enhanceo

Mobile Broad Band (eMBB), Machine Type

Communication (MIC) and ultra-reliable MIC.

While considering tlexibility in the domain of secu-
rity/reliability, we present a unitied and tlexible
hardware architecture, implementing point multi-
plication algorithm tor both Eliptic Curve Cryp-
tography (ECC) and Binary Huft Curves (BHC)
The proposed architecture can be used in the sce-
narios where the users can tradeott between the
algorithmic execution time and ditterent reliabili-
ty/security levels. To establish an area overheao
ror the unitied design, dedicated architectures tor
FCC and BHC over the GFZm) field are imple-
mented. Then, a unitied architecture tor ECC ano
BHC is implemented. The pertormance results ot
oroposed unitied architecture promise a gooo
trade-oft between execution time and security
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Slupprésgion of CM Noise in
High-Speed SERDES Links

-M\I is becoming a serious issue as the data rate
oer lane and the number ot parallel lines continue
to grow rapidly. It is therefore essential tor sys-
tem-on-package (SOP) integrating multiple driv-
ers o have smaller electromagnetic radiation and

Ultralightweight RFID

Authentication Protocol

RFID is one ot the most promising identitication
schemes in the tield of pervasive systems. Due to
wireless channel incorporation, security issues

: arise and to make the system reliable and secure, S o _ |
defnce? PefrophykSIC(ﬂ wumerous Ultralightweight Mutual Authentication WCIVGFOFmS FOF Fu’rure 'o'"n|n|m|ze._/\/\d\ Qs?{e:gch\éeccﬁgeg%ces Reglﬁ OTO?/
: CE mits prescribed by an are in place to
NAlysis rramewor Protocol (UMAPs) have been proposed which in- - : : . -y . . _
Wel log curve records the oveical electrical o solve ool dele Bitwise looieal cperions I ereleSS CommUHICOhOﬂ c.onfrc.)\ moximum rodmhm. The c?hsTorTed d|_ﬁeren
3 pnysical, a . _ | | | | | tial signal in @ communication link generates an
other properties ot the rock/ tluid mixtures pene- heir designs. However, almost all of the previous- A number of issues are experienced with the wire- snwanted common-mode (CM) component more
trated by driling a borehole into the subsurtace. y proposed UMAPs are reported to be vulnera- ess communicafion. In order fo rectity some of severely at the backplane connector at double
These logs are then converted into raster images ole against various security attacks. We propose a these issues, an architecture has been developed o -

I I . e | the Nyquist Trequency and harmonics. The gener-
which are further digitized for geological inter- new pseudo-Kasami code based Mutual Authen- which is an advanced alternative to OFDM. The sfed emeteum comeonants o loker fidiciad by
sretation. Researchers are developing advanced Hcoﬂon‘ PrpTcico\ (KMAP) WPic;h avoids unbal- nardware is built specifically to implement UFMC PCR pcsresiife arfenngs o consss EMC Tolle
oetrophysical analysis and interprefation frame- anced logica operg’rpns and infroduces a new ransmitter. The reduced comp\exﬁ‘y‘schemes Tor Therefore it is essential fo counter the EMI issue
work which aids geoscientists and petroleum en- Ultra lightweight primitive: pseudo-Kasami code: -1, filtering and spectrum shifting help to ot - -

3 o | A | : _ RN | during the product design phase instead of han-
gineers in efficiently finding highly probable hy- This enhances the dittusion properties of the pro- achieve a minimalist cost. The whole design uses v IF o the end of produet development, The
drocarbon formations. The proposed framework tocol messages and makes hamming weight of the far less resources than previous implementations in osoosed arhaituecture calibrates the LJH-U
first extracts the petrophysical parameters and uth- secrets unpredictable and irreversible. The pertor- terms of registers, LUTs and MUXs. Throughput anc gnd P ledown dath reistance. conearyin Tie Rg
zes the extracted information for an in-depth mance evaluation shows that the KMAP requires rrequency amount up to / /3.9 Msamples/s anc consTF;nT ver FTDhe o\/T vorim:ions AN Er;esulfs "
analysis and 3D visualization of subsurtace geol- tewer resources on fhe tag in terms of on-chip 364 MHz respectively. The presented archifec- 20% increase in symmetry of rising and falling

. - ication cost and computational f Vi ly 2% latency. This can be turther }
ogy for oil and gas exploration. EINOEY, COTMTIICS % ure proviaes only Zx larency. an o r - o
operations which makes it a more feasible proto- moditied due to the scalable nature of [OMHz LIE e(ﬁﬁ;e GFC.:I rgducls)e ne peolT CNC noise by 8U%
) rehitecture whilst achieving better signal quality.

Cryptanalysis of Ultralightweight Mutual Authentication Proto-
col for Radio Frequency |dentification Enabled IOT Networks

o _ As per World Health Organization (WHO), 1/.5 million
ng implementations (at a lower resource

, , . people die each year due to cardiovascular diseases (CVD),
costl. Without a doubt, IO1 is the center o This implies that, there is a dire need to develop cost eftective,

modern technology. It helps fo interconnect . o . |
_ | | time efficient and tully automated solutions to diagnose car-
devices with each other and also with the 4 ‘ normalit
_ iovascular abnormalities. Many researchers have worked
rest of the world. The RFID system is used as . __ | . .
. e on detecting CVD from electrocardiogram (ECG) signals.
a node/linkage point in IOl systems. Due to - . . | . . |
| _ | where, ECG signals gives reliable information about cardiac
its relative openness, IO] systems are quite ﬁ 1 f . .
| | oathology however phonocardiogram (PCG) signal provides
vulnerable against malware. To reduce this . L o
- an easy, cost eftective, objective and comprehensive informa-
and also the cost that goes into it, research- . N .
| _ ion about cardiovascular abnormalities by measuring heart
ers only use XOR and rotfation tunctions as a . . .
| | e oeats. Accordingly, we are working on developing a tully au-
oroposed  ultralightweight  authentication __ . " .
| omated robust clinical decision support system that can iden-
orotocol. This helps to tend ot all sorts or . N .
Ty cardiovascular abnormalities by analyzing heart sounds
attacks. r .
rom PCG signals.

Analysis of PCG Signals for the Diagnosis of Cardiovascular
Abnormalities




Ffficient Hardware /\rchl‘rec-
tures for Scalar Multiplica-
tion on Elliptic Curves

Suitable cryptographic protocols are required to
meet the growing demands of data security in
many different systems, ranging trom large serv-
ers to small hand-held devices. Many constraints
such as computation time, silicon area, power con-
sumption, and security level must be considered
by the designers. Hliptic curve cryptography (ECC)
based crypto-systems are better in terms of the
bandwidth utilization, power consumption, imple-
mentation cost and are considered as an excellent
choice in future hand-held and lol devices. How-
ever, underlying computational intensive mathe-
matical operations in ECC restrict its deployment
in many applications. This work proposes many in-
teresting and novel high-speed flexible ECC
nardware architectures. The proposed designs
orovides excellent tradeotts between throughput
and hardware resource consumption. In addition,
these designs also have resistance to many side
channel attacks and can be deployed where
there is a threat ot physical security.

Apple Harvester Robot

This research project aims to improve picking
efficiency of apple harvester using advanced

computer vision. |t focuses on rapid picking
methods like SLAM, visual obstacle and occlu-
sion avoidance. The goal of this research is to
deepen our understanding of apple picking
using modern robots. The research work is
closely connected to Machine Vision and
visual Servo Design. This project has also been
provisionally approved by the Ministry of Sci-
ence and lechnology China and currently
being reviewed in Ministry of Science ano
Technology Fakistan under protocol 18 and 19
of Intergovernmental research collaborations.

FPGA and RSD ECC Point

MUHIF'ICCITIOH /\ccelerators
Finite Field arithmetic (FFA) primitives are the bot-

tleneck in Point Multiplication (PM) operation in
cCC. This project explores both circuit and system
levels to optimize ditterent FFA operations. /At the
circuit level to reduce the long carry propagation
delay, a Redundant-Signed-Digit (RSD) baseo
approach is adopted which somehow facilitates
the carry tree operations. /At the system level, dit-
trerent coordinates systems and PM algorithms
were deeply examined and moditied according to
the project requirements. The designs are pro-
posed for ditterent category of elliptic curves ano
different security levels. The targeted curves are
general, NIST and more recent tamous Curve448
and CurveZ3S. These novel designs are synthe-
sized and implemented on ditterent Feld pro-
grammable Gate Array (FPGA) plattorms. The im-
olementation results reveal that the proposed de-
signs outpertorm almost all of the existing state or
the art designs.

MOORE’S LAW
ENDING?

‘Scaling silicon is
not the only way

to get lower power

and better
pertformance. |t

was just the easiest

way until 10 years

ago.
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Dr. M. Najam ul

slam

Dr. Najam ul Islam is currently serv-
ing as a Protessor and the Dean with
the Faculty ot Engineering and Sci-
ences, Bahria University, Islamabad.
He received his bachelor’s degree in
electrical engineering from UET,
lahore, Pakistan, and a Master's
degree in computer sciences from
LUMS. He further completed his Ph.D.
degree in electrical engineering
from Telecom Parislech, France.
During his doctoral studies, he was
with EURECOM, Sophia Antipolis on
the research theme of Flexible
Radios for Multi-Standard Wireless
Communication Devices. He was also
engaged with the Government of
Pakistan in Research and Develop-
ment projects from 1998 to 2004.
Moreover, he has authored over 40
papers in reputed international jour-
nals and conferences. His current re-
search interests include Information
Security, Flexible Radios, and Renew-
able Energy.

Dr. Atit Raza
Jafri

Dr. Jatri is serving as Head of De-
partment, Electrical Engineering at
Bahria University Islambad. He re-
ceived his B.Sc. degree in electrical
engineering from UET Lahore, Paki-
stan, in 1999, the M.S. degree from
the University of Nice Sophia Antipo-
lis, France, in 200/, and a PhD.
degree from Telecom Bretagne,
Brest, France, in 2011. He has served
in the Research and Development
sector for over ten years. His re-
search interests include hardware ar-
chitectures implementation for wire-
less communication and cryptograph-
ic applications using both HDL and
HLS. He is also involved in research
related to architectures of physical
layer of future wireless communica-
tions and ultra-light weight and
asymmetric cryptography.

Dr. Khawaja Oasim

Magbool

Khawaja Qasim Magbool received
his Ph.D. in Electronic and Computer
Engineering from The Hong Kong
University ot Science and Technolo-
gy. He is currently serving as a Sr.
Asst. Protessor in EE Department,
BUIC. His research focuses on signal
integrity and high-speed wireline
and optical communication |C
design. Qasim has also published
several research papers in highly re-
puted journals and conterence pro-
ceedings as part of his PhD. re-
search. He is a reviewer for [EEE
ISCAS and BioCAS. He was award-
ed a national fellowship for M.Sc. &
Ph.D. studies, he is a co-recipient of
the best paper award finalist at
DesignCon 2017, and his [SCAS
2017 paper has been invited for the
TCAS-| special issue. He was award-
ed a student travel grant for ISSCC
2018 and received HKUST research
travel grant twice. He is a member
ot [|EEE CASS and SSCS, Protession-

al Engineer, PEC. He has been
awarded HEC research start-up

grant on suppression of com-
mon-mode noise in high-speed
serial links. He is also a HEC ap-
proved supervisor.

Dr. laimur
Hassan

Dr. Taimur Hassan is one of the top
young researchers and academicians
of Pakistan who is actively involved
in cutting edge research in the areas
ot medical image analysis, biomedi-
cal signal processing, artificial intelli-
gence, embedded computing and In-
ternet of Things. He received his Ph.D
from NUST, Pakistan and his disserta-
tion is in the field of Ophthalmic
mage Processing. Taimur has 6 years
ot industrial and teaching experi-
ence. Currently, he is working as a
ecturer in the EE Department, BUIC.
He has been a part of many local
and foreign research projects. Cur-
rently, he is leading one project as a
Principal Investigator. He is a recipi-
ent of various national and interna-
tional awards. He is also serving as a
reviewer in |IEEE Journal of Biomedi-
cal Health Informatics [Quartile
Score: Ol, Impact Factor: 3.83], IEEE
Access |Quartile Score: Ol, Impact
Factor: 3.55/7] and Springer Journal
of Digital Imaging [Quartile Score:
O2, Impact Factor: 1.536l. His Ph.D.
research won Gold Award in Re-
search & Development category at

[P@SHA) 2016 and Asia Pacitic ICT
Alliance (APICIA) 2016. Recently he

and his team won Gold Award in the
Artificial Intelligence category at
PeSHA 2018. Mr. Taimur Hassan has
30+ research publications in last 3
years having 100+ research citations
with the cumulative impact factor of

24.399.

Dr. Khalid

Javeed

Dr. Khalid received PhD. from

School of Electronics Engineering,
Dublin City University. His PhD study
was funded by Telecommunication
Graduate Initiative (IGl). He is cur-
rently senior Asst. Professor and
Head of Computer Engineering De-
partment His research focuses on
cryptographic  engineering, hard-
ware software co-design and hard-
ware acceleration of signal process-
ing & machine learning algorithms.
He has published several research
papers in journals and conferences of
international repute. He is a reviewer
of IEEE Trans. on Circuit and Systems
I, IEEE Trans. on VLS| and Elsevier Mi-

croprocessor & Microsystems.

Dr. Imran Fareed

Dr. Imran Fareed Nizami is currently
serving as a Senior Assistant Profes-
sor in the Department of Electrical
Engineering, Bahria University, |slam-
abad Campus. He received his B.S.
degree in Computer Engineering
from UET Taxila, Pakistan, and M.S.
degree in Electrical and Electronic
engineering from Yonsei University,
South Korea. He recieved his Ph.D. in
Electrical Engineering from National
University of Science and Technology
(NUST), Pakistan. Furthermore, his re-
search interests include image quality
assessment and

machine learning.

Ms. Madiha
Khalid

Madiha Khalid received her B.S.

degree in Electrical Engineering
from University of Engineering and
Technology, Lahore in 2010, and
M.S degree in Electrical Engineer-
ing from CASE affiliated with Univer-
sity of Engineering and Technology,
Taxila in 2012. She is currently doing
Ph.D. in Electrical Engineering from
Department of Electrical Engineer-
ing, Bahria University, Islamabad
Campus. She is also working as a
Senior Lecturer and Women in Engi-
neering (WIE) coordinator in the De-
partment of Electrical Engineering,
Bahria University Islamabad
Campus. Her research focuses on
cryptanalysis of ultra-light weight
mutual authentication protocol for
radio frequency identification en-
abled Internet of Things networks.
She is a member of [EEE and advisor

of |[EEE student branch Bahria Uni-

versity.




